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Once a by-product of digital transformation, data has become the fuel that drives modern
technological development. Although data analytics bring new possibilities for governments,
businesses, and citizens, there is growing concern that models based on the extraction of data
by any means necessary have become the norm.

The proliferation of digital platforms and connected devices has contributed to increasingly
sophisticated methods of data extraction, especially when it comes to personal data. 2018 was
the year the term “surveillance capitalism” was coined to express the invasive nature of such
business practices, the threat they pose to individual privacy, and even democracy as we know
it.

Meanwhile, governments worldwide face the difficult task of balancing data flows to encourage
economic growth with protecting citizens’ privacy. Conscious of this delicate balance, the
United Nations has called for a “society-wide conversation, based on informed consent, about
the boundaries and norms for such uses of digital technology and Al."

Information laws such as the General Data Protection Regulation (GDPR) are only starting to

take effect. Nonetheless, legal experts and privacy advocates recognise that regulation can

only go so far in preserving privacy in real terms. Regulation combined with the so-called
“techlash” — the growing mistrust in tech companies — has sparked the emergence of a new set
of businesses. The latter prioritise privacy, trust and transparency as core values over profit and
growth. This report refers to them as "privacy-first". Still niche, these emerging business models
challenge the data-extractive paradigm that currently drives the digital economy.

Even though there is a market need for privacy-first solutions, these businesses face a myriad
of barriers. Their main competitors are platform businesses that control the market and benefit
from network effects. Few options for funding and slow growth trajectories pose additional
challenges for privacy-first businesses to reap the potential of their value proposition.

Governments can play an important role in incentivising their growth especially because
these businesses are an exception in the tech industry. In addition to shedding light on their
emergence, along with the opportunities and challenges of privacy-first business models, this
report serves as a call to action for policymakers to think beyond regulation and engage with
private sector actors that are building a digital economy based on trust, transparency and
privacy.

The report draws on the conclusions of the Digital Future Society Think Tank working group on
digital trust and security. Written for policymakers, this report paints a clearer picture of these
innovative new business models and analyses four cases of existing privacy-first businesses that
are profitable. It concludes with three proposals that policymakers can implement to specifically
address the challenges and leverage existing opportunities, while creating new ones.

' Digitalcooperation.org. 2019
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Data broker

A data broker is any kind of entity that collects, aggregates and sells individuals’
personal data, derivatives, and inferences from disparate public and private
sources.?

Data extraction

The process of collecting data from different sources such as the online activity
of internet users. For companies with a data monetisation business model, this
is a necessary first step to later analyse, process and extract profit from this
information.

Decentralised cloud

A network of multiple connected devices in which anonymised data and
information are stored. This model is an alternative to large cloud data storage
companies, which potentially involve several risks (control by private companies,
threat of massive leaks, vulnerable infrastructure, etc.) to the security and privacy of
the data.

Encryption

Encryption is a method to convert a message or information into code in order
to conceal its true meaning. Decrypting the content requires a key or password.
This is a standard technique used to increase the security of any kind of digital
communication.

General Data Protection Regulation

The General Data Protection Regulation replaced the Data Protection Directive
in 2018. The aim of the GDPR is to provide one set of data protection rules for all
European Union member states and the European Economic Area (EEA).?
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Network effect

In economics, the network effect refers to a phenomenon whereby a larger number
of users or customers increases the value of a good or service. Issues such as the
quality or utility of the product, its price or brand awareness define the scope of
this effect. Among online service platforms or networks such as social media, it is
usually a crucial success factor.

Open-source

If software is open-source, its source code belongs to the public domain. The

term also represents a more participatory and democratic business approach than
software with a private license. Open-source software can be modified and shared
with any recipient and for any purpose. The distribution of this code must be totally
free, non-discriminatory and technologically neutral.*

Platform economy

The platform economy encompasses all digital platforms that put users in contact
with the services offered by one or more companies. This definition includes
platforms that facilitate commercial transactions, such as Amazon or Uber, but also
the technological frameworks that allow for the development of digital businesses.

Privacy by Design

A concept first outlined in a framework in the mid-1990s by former Information and
Privacy Commissioner of Ontario, Canada, Dr. Ann Cavoukian. The term refers to
the idea that data processing procedures should already integrate data protection
when a digital product or service is first created.

Surveillance capitalism

Coined by social psychologist Shoshana Zuboff, the term refers to a market in

which large technology companies collect users’ behavioural data for commercial
purposes. This can have significant — and sometimes detrimental — implications for
the control and surveillance of society, both by public and private actors.®
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Unicorn

In the venture capital (VC) industry, a unicorn is a start-up valued at more than 1
billion USD. This requires exponential growth in terms of users as well as the ability
to generate revenue quickly. Among the most well-known unicorns are Airbnb, Uber,
Ant Financial and SpaceX.

Vendor lock-in

A business model strategy used by some companies to restrict the customer’s right
to switch to an alternative technology or product provided by a different vendor.
Changing providers typically involves a high cost in time and money. This practice,
which limits market competition, has spread in recent years to sectors such as data
storage services.®

Zebra

In the start-up ecosystem, zebras symbolise a business model and a set of values
that directly contrast with those represented by unicorns. The term originates

from a movement led by several women entrepreneurs with the aim of “creating
alternatives” to the start-up culture status quo.” The foundational principles of these
companies include sustainable growth, a non-discriminatory culture and an ethical
approach to business.
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The data economy

The International Data Corporation estimates that global revenues from big data and
business analytics applications will reach 274.3 billion EUR by 2022.8 Although data-driven
applications offer endless possibilities for businesses, there is a growing concern on behalf
of policymakers, academics and civil society on the potential invasiveness of data extraction
when it comes to personal data.

Given the nature of online data collection, certain types of companies are better designed
and therefore more inclined to benefit from its opportunities. These businesses are platform
services that have reached significant scale and benefit from network effects. Part of this
competitive advantage results from the ability to build large datasets.®

From there, they improve their offering based on data analytics and insights which further
entrenches their positions as market leaders. Platform services like Google, Facebook, and
Amazon capitalise on the value created from data as they retain it through the whole chain. In
this ongoing quest to maintain market dominance and amass ever larger sets of data, digital
platforms have created an ecosystem that supports data as a new form of economic capital,
the accumulation and circulation of which must be constant.”®

Data encompasses information generated by machines and humans alike. However, certain
data monetisation models run the risk of viewing users as free sources of data. The user as
“raw material” is a recurrent theme among disruptive digital business models. Not only do
these business models predict consumer behaviour, but they seek to maximise profit by using
data to influence and modify user behaviour.

Social psychologist Shoshana Zuboff has termed this model "surveillance capitalism.” In a
system where our every move feeds predictions of what we will do now and in the future,
according to Zuboff, society risks being divided into two groups: those who monitor and those
monitored, creating a new form of "inherently anti-democratic" social inequality.”

8 International Data Corporation 2019
° GSMA 2018
© Sadowski 2019

" Naughton 2019
1"
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Growing privacy concerns

Although online privacy advocates have been present ever since the commercialisation of the
internet, they are now more visible than ever. Data leaks and breaches have heightened public
awareness on the culture of surveillance. A growing awareness of the role of personal data in
digital business and the potential erosion of individual privacy has shifted privacy concerns
that once were characteristic of hacker culture to mainstream culture. This shift is evident in
an October 2018 statement by Apple CEO Tim Cook:

Our own information, from the everyday to the deeply personal, is being weaponised
against us with military efficiency. (...) Every day, billions of dollars change hands

and countless decisions are made on the basis of our likes and dislikes, our friends
and families, our relationships and conversations, our wishes and fears, our hopes
and dreams. (...) These threads of data, each one harmless enough on its own, are
carefully assembled, synthesised, traded, and sold. Taken to its extreme, this process
creates an enduring digital profile, and lets companies know you better than you may
know yourself."?

This shift in consumer awareness opens a window of opportunity for privacy-focused
technologies. A set of businesses with a shared ethos to protect users’ data is emerging and
has made a conscious decision to forgo potential revenues derived from the personal data
economy. In doing this, these companies renounce a type of model that is highly profitable
within the current data economy and the growing trend of data extractivism.

About this report

The purpose of this report is to help policymakers identify business models with privacy as
their core value and to explore how they can incentivise their growth. This report refers to
these business models as privacy-first: businesses that are non-extractive since they do not
monetise personal data.

The content of this report draws on the work produced by a group of six international experts
who came together for two and a half days in Barcelona in September 2019, as well as on
additional desk research.

The report begins with an overview of the origin of data-extractive business models and

continues with a brief explanation of the digital tools that make up the privacy ecosystem,
which sets the scene for the report’s focus: privacy-first business models.

2 Asher Hamilton 2018
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Through the analysis of four profitable privacy-first companies, the report discusses their
challenges and opportunities in competing with market leaders that profit from user data
in exchange for “free” services. These privacy-first businesses are defined through a set of
guidelines, available in the annex, which can serve as a standalone tool for policymakers to
identify privacy-first companies.

The focus of the final section is based on the working group’s ideation. It discusses possible
ways in which policymakers can use these guidelines to support value-driven businesses.

In addition, the three initiatives proposed in this report respond to the opportunities and
challenges encountered by these privacy-first companies.

Audience

This report is primarily written for policymakers, with the aim to offer insights to anyone
working within government who must write or implement rules governing frameworks and
regulations that intersect with technology, and especially those who are participating in
public innovation and public procurement services. This report could be equally beneficial
for institutions advocating for equitable data governance. Additionally, it might be useful in
regions with low levels of data regulation, as these ideas could create meaningful impact in
evolving stronger data governance policies.

Scope
Why focus on privacy-first business models?

Privacy-first businesses position themselves in opposition to the extractive data economy or
“surveillance capitalism” model. This report analyses the business models of these companies
as well as their data handling practices. These businesses can be described to be living
models of Privacy by Design (PbD) as stipulated in the GDPR regulation.

The report acknowledges the limitations of both regulation and PbD principles. Critics have
pointed out the vagueness of both, highlighting the need to define methodologies to bridge
the gap from theory to practice. There is much ground to cover since society has yet to see
regulation’s impact on businesses and citizens. By limiting the scope of this report to business
models that have successfully prioritised privacy over profit, we aim to shed light on how
abstract data governance concepts are being transformed into practice.

13
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What kind of data are we talking about?

This report uses the definition of personal data as described in the GDPR: any public or
private information that can be traced back or used to identify a person, directly or indirectly,
including cultural, physiological, and social attributes (see Appendix Il).

Given the complexity of data governance,™ an in-depth analysis of the limitations of regulation
on a global scale falls outside the scope of this report. However, the GDPR is used as a starting
point to facilitate discussion. By using this landmark data regulation as a reference, the report
argues that even the GDPR, which provides stronger data protection for citizens than other
regulations, has its limitations. Considering that privacy-first businesses selected for the report
are based in Europe and the United States, privacy-first businesses can have a greater impact
in markets of countries with weaker data protection laws.

As there is extensive literature on data governance, data supply chains, and privacy regulation,
this report seeks to add to the ongoing conversation by shifting the focus from regulation to
incentives. While this report recognises the value and limitations of regulation, the incentives
proposed at the end of this report are designed to compliment the regulatory actions already
taking place around the world.

*See Digital Future Society report Towards better data governance for all 2019

14
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How did we get here?

The data monetisation model has its origins in the early stages of Google. Until then, data
was used to improve the quality of products, especially in terms of user experience. Used this
way, data was an asset for companies like Apple, whose revenue depended on hardware. A
search engine like Google, however, saw little return on investment even as they provided a
better search experience for users. Pressured to find ways to retain investors and survive as a
company, Google found a way to generate revenue with the surplus of behavioural data it had
amassed on its users: targeted advertising."

)

Data <

~

Business
Intelligence

@)
=~

Third parties

Figure 1: A breakdown of the user data monetisation business model. Google search collects all types of data about its users: search
terms, references displayed, locations, languages, etc. It then offers third parties ad targeting and demand forecasting services.

Image source: Adapted from Business Model Toolbox.

Data source: Zuboff 2019

" Zuboff 2019
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Since then, data monetisation has evolved from Google’s first use case and expanded to other
sectors. Parallel technological advancements have propelled the capacity for data collection
and driven the economic potential of data monetisation models. The accumulation of data
along with the rise of mobile, smart devices, loT and social media have contributed to more
sophisticated business models.

Four major trends drive the growth of the
data monetisation business model

4 . . . .
Advancements in machine learning and computational power
0 Rise of platforms backed by large scale infrastructure allows for the
accumulation of observed data.
4 )
Incre.ase e Mobiles and smartphone apps create a new way to obtain
mobile adoption location and behavioural data through tracking.
\_ J
4 N\

It is expected that by 2025, 71% of the world's population will
be mobile subscribers. ®

\_ J
New ways of ) ) . .
capturing data The proliferation of smart devices like wearables mean more
with loT types of data will be commercially traded.
4 .
Popularity of Inferred user profiles, through personal data have opened
° social media opportunities for business, academia, government, and civil
L society. )

Figure 2: Major trends driving the growth of the data monetisation business model.

Image source: Digital Future Society

Data sources: Digital Future Society, GSMA

® GSMA 2018
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Extracting value from data

There are two main revenue streams that businesses can pursue when monetising data. The
deciding factor is whether the company has the capacity to perform in-house data analysis.
Those who do not have the infrastructure or technical know-how can license raw data access
to clients. Data licensing was Twitter’s strategy.'

Companies that possess the internal infrastructure and technical skills in data science

can offer a variety of revenue-generating services, such as targeted advertising, demand
forecasting or dynamic pricing services. Amazon marketplace, for instance, uses data
obtained from purchases, product reviews and locations. Based on this data, it offers third
parties consulting services, demand estimates and trends. One inference, for example, could
be where a vendor should build their next warehouse.”

Sources Data value
of data creation process
A A
4 N\ )\
Users Monetisation: Business Plans
A
4 N\

..................>( License access to data )
R ’
: e D
) Data targeting services
A @ Online p‘latform
0 I I companies - Credit scores /

7 . -> = risk management

-Dynamic pricing strategy

\0 E Data services

" fusion -Demand forecast services
. S -Hiring services
@ owe e Data azalytlcs - '> -Logistics consulting and

Subject management

matter experts -Targeted ads
Third parties L )
\ y,
\S J U )

Figure 3: The data value chain.

Image source: Adapted from Ly et al. 2019.

|y et al. 2019
7 |bid.
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Therisks we face

According to privacy expert Ann Cavoukian, the risk involved in the data extraction business
model is dual: not only do these practices jeopardise the privacy rights of consumers
vulnerable to data leaks and cyberattacks, but the company's own integrity is at risk.™

Such concerns have reached a supranational level. A recent report by the United Nations
highlights the urgency of rebuilding trust and guaranteeing the right to privacy, threatened

by new possibilities for the surveillance, tracking and monitoring of citizens.” To do so, it
proposes a “society-wide conversation, based on informed consent, about the boundaries and
norms for such uses of digital technology and Al."?°

In addition to putting privacy at risk, data-extractive business models pose a threat to market
competition and innovation. The growth of digital platforms and the driving force of data

has led to the concentration of influence and power in the hands of a few companies.” In the
absence of national and global regulations, market leaders end up dictating the rules on data
availability and use. This reality directly affects the competitiveness of other, smaller players in
the data economy, such as SMEs.?

Data governance and its limitations

At the time of writing, over 100 countries have data protection laws or regulations in effect.?
While some business leaders and policymakers fear that innovation will be stymied by

the introduction of these laws, this pushback has begun to fade following the Cambridge
Analytica scandal. Nonetheless, the conversation is still divided between those who are aware
of the privacy risks inherent in data monetisation models and those who seek to implement
policies that facilitate global data flows. The latter could possibly stimulate privacy-invasive
business models - making privacy-first business models more important for a digital future
grounded in trust and transparency.?

Regarding data protection regulations, governments around the world have faced a range of
challenges and opportunities in developing policies that safeguard individual privacy and civil
liberties in digital contexts. One of the most relevant (due to the magnitude of the market it
affects) is the GDPR of the European Union.

Compulsory since May 2018, this law has tightened control over data processing practices,
under the threat of fines for companies that fail to comply. The GDPR also expands the
jurisdiction of prior legislation in that even foreign companies that process EU residents’ data
must comply.

'® Jones 2018

' Digitalcooperation.org 2019 2 Un.org 2019

2 |bid. % Unctad.org 2019
2 Faravelon et al. 2015  Sugiyama 2019
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However, using regulation as the sole policy lever to counter personal data misuse poses
several limitations:

ﬂ Intervention after the fact

Legislation such as the GDPR sets a series of rules that companies must implement
when they collect and process data. At the same time, companies must be able to
demonstrate compliance with regulatory standards.® Only when a company fails to
comply with the rules do the authorities intervene through penalties. This ex-post
regulatory approach does not guarantee privacy-respecting data use, since the
final responsibility lies with the company to comply and the user to intervene if they
would like to regain ownership of their data.

2 Non-personal data could have the same impact as personal
data

Another limitation is how personal data is defined, which differs depending on the
legal jurisdiction, and whether regulating personal data collection can actually
mitigate the practice of targeted or personalised advertising. Under the current
GDPR regulation, for instance, profiles can be built by tracking users’ online activity,
inferring without explicitly collecting any data on beliefs, sexual orientation, race

or ethnicity.?® The ambiguity of existing regulations allows companies to use proxy
attributes: inferred characteristics based on likes or online behaviour. With profiles
built on non-personal data, companies can capitalise on these sensitive inferences.

Q Anonymisation of personal data is not always effective

One of the measures promoted and recommended by the GDPR is data
anonymisation. According to the regulation, personal data is not considered
personal when anonymised. However, recent studies reveal how it is impossible for
researchers to fully protect real identities in datasets. In most cases, anonymised
data can be cross-referenced with information in other databases to identify the
original source of the data.” This limitation sheds light on the challenges and
complexities of data governance.

# GDPR 2019
2 Wachter 2019
2 Ohm 2010
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a Between theory and practice

The GDPR has been critiqued for its vagueness and lack of specificity regarding how
each article should be applied.” For some experts, the regulation is a step forward
regarding Privacy by Design principles, however it does fall short in providing
concrete guidelines for companies to comply.?® One example that illustrates this gap
is consent.

Consent is one of the most common methods companies use to obtain personal

data partly because it is one of the easiest legal grounds to satisfy.*® While the GDPR
clarifies that consent should be freely given and users must understand and accept
how their data will be used, this requires ensuring that the consent forms are in plain
language (no legal jargon), dynamic (allowing consent to be withdrawn), and granular
(allowing many different forms of consent).®

The efficacy of consent mechanisms is hotly debated among experts.®? While
instruments of consent were conceived to enable users to make informed decisions
about their personal data, legal experts doubt their practicality and whether this
responsibility should be placed on users in the first place as it is difficult to consider
all possible ramifications when giving consent.*

Looking beyond regulation

These are just some of the limitations that demonstrate how challenging it is for policymakers
to keep pace with technology companies in the context of data governance. Although data
protection regulation may seem like the only mechanism to curb data extractivism, there are
other ways governments can actively disincentivise personal data monetisation models across
the data economy.

Economist Mariana Mazzucato argues that governments have a crucial role in creating
markets, not only fixing them. “The point is not to prescribe specific technologies,” she
explains, “but to provide directions of change around which bottom-up solutions can then
experiment.”** In Mazzucato's vision of the entrepreneurial state, governments act as catalysts
for technological opportunities by creating “a network of willing agents (not necessarily
‘winning’ agents) that are keen to seize this opportunity through public-private partnerships.”*

** Downes 2019 # Herrle and Hirsh 2019
2 Eyuropean Union Agency for Network and Information Security 2018 33 |pid.

3 GDPR.eu 2019 3 Mazzucato 2015

* Ibid. % Mazzucato 2017
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A new type of digital business: the privacy-
first model

In the context of the current data economy trading in extractivism and surveillance, these
“willing agents” are businesses that are already responding to a market need for stronger data

privacy.

Given that privacy-first businesses are not the only ones that offer solutions to data
extractivism, the table below provides an overview of other players in this emerging
ecosystem, as well as the benefits and drawbacks for their users.

Juxtaposing these businesses provides a clearer picture of how privacy-first businesses
position themselves in the broader digital market.

Ecosystem of privacy-respecting businesses and tools

The table below illustrates different players in the digital privacy ecosystem. They may
share the same objective and challenges, however, the main difference is that privacy-first
businesses seek to replace a mainstream tool.

Category

Description

Example

Benefit

Drawback

Future Society

The
privacy-friendly
mainstream

Business model allows
them to make privacy and
security a priority given
that they gain substantial
profit from other means,
such as hardware devices
and/or subscription
services.

Apple.

User loyalty is the focus;
these businesses want to
guarantee a loyal custo-
mer through building
trust. Strong stance on
privacy and security to
guarantee user loyalty.

« Privacy is not a driver, it is an added
value considering revenue stream
does not depend on data
monetisation.

« Privacy comes at a cost for users, i.e.
Apple devices are expensive.

« Indirectly part of the surveillance
ecosystem, does not actively
promote a more private ecosystem.

N\

Privacy-enhancing
tools

\.

Tools are add-ons that
make mainstream tools
more privacy-friendly.

VPN services (TunnelBear, Mullvad,

NordVPN), password managers
(1Password, LastPass),

and web content blockers
(NoScript, UBlock Origin).

Users can still use mains-
tream tools they are
accustomed to.

« Place an added responsibility on the
user.

< Mostly used by privacy-conscious
users.

+ Come at a cost and add an extra
layer of friction.

* Some businesses indirectly depend
on the data monetisation model.

N\

J

s

Privacy-empowering
tools

\_

These companies seek to
empower users offering a
trade-off for using their
data.

These include non-profit personal
data stores and commercial data
stores: Digi.Me, Midata, SoLID,
MyDex.

Users are given control of
their data, and can choose to
“lease” it to the company in
exchange for their services.
They can get some value
from this exchange.

* Potentially create a new divide
between those who get benefits for
sharing their data and those who do
not.

* Privacy of user data is not
guaranteed; the main objective is
that the value of data is distributed.

J

Ve

Privacy-friendly
alternatives

.

These companies offer a
more private or secure
replacement for a mains-
tream tool, allowing users to
stop relying on an extractive
data ecosystem.

Email: Tor, ProtonMail, Tutanota,
Posteo, Mailfence.

File sharing

NextCloud, Sync.

Web search

DuckDuckGo, Ecosia, Startpage,
Brave.

Web analytics

Fathom, Matomo.

Users can use the product
knowing that their privacy
is the main interest of the
company.

 Can require additional highly
technical-knowhow to use or set up.

* Network effects can detract from
convenience.

* Come at a cost and can add an extra
layer of friction.

N\

Figure 4: Digital privacy ecosystem overview.

Image source: Digital Future Society

% Etherington 2019
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Privacy-first in practice

Privacy-friendly alternatives are companies that seek to replace a mainstream tool, such as a
search engine or email provider, with a privacy-conscious alternative. Privacy-first businesses
are unique because they do not put the responsibility of data protection on the user. They are
designed in such a way that data protection is inherent and functional from the beginning. The
personal data they collect is none to minimal and contrasts with the data extractive business
model by handling data transparently and securely.

To address the main question of how policymakers can support and incentivise privacy-first
business models, this report analyses four case studies of profitable privacy-first businesses:
DuckDuckGo, ProtonMail, Nextcloud, and Matomo.* Not only do these companies comply with
existing regulation, but they go beyond to ensure trust through other mechanisms, such as
auditability, accountability, and verifiability. All four recognise the user as the main beneficiary
and share a similar long-term strategy: to build a more private internet.

Most importantly, this report identifies these alternatives to emphasise the role of privacy-first
business models in changing the exploitative nature of the current data economy, given that
data extractive models can still practice invasive profiling and behavioural tracking even under
current privacy regulations.

%7 See Annex Il of this report for an extended list of privacy-first businesses.
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DuckDuckGo

DuckDuckGo is a search engine that does not track users’ behaviour or collect their personal
data. Founded in 2008 by Gabriel Weinberg, DuckDuckGo is a well-known privacy-first
alternative to mainstream search engines. With a staff of 86, its headquarters are in a small
town in the United States. DuckDuckGo currently processes an average of 1.3 billion monthly
searches, having experienced exponential growth in recent years.*® However, its market share
of 0.4% is still miniscule compared to dominant search engines.*

Mission and vision

According to the company, “too many people believe that you simply can't expect privacy on
the internet. We disagree and have made it our mission to set a new standard of trust online.”

Commitment to privacy, security and transparency

DuckDuckGo did not begin as a privacy-protecting search engine. Its founder originally
conceived the business to elevate the user experience of online search by improving results,
reducing clutter, and eliminating spam. Weinberg identified privacy as an increasingly
common concern among users and adopted it as a personal cause, betting that it would
become a growing concern among internet users in the long term.*°

In terms of value proposition, the main difference between DuckDuckGo and other search
engines is that it does not share search terms with third parties. Although it collects keywords,
it does not associate them with users or identify people who have used them. Unlike most
websites, DuckDuckGo does not store user identification data such as IP addresses.*

On the other hand, the mobile app and browser extension offer a system to measure privacy
(Privacy Grade) that shows how much a site can be trusted.*? Features include forcing users
to use encrypted connections when available and stopping advertisers from tracking users on
the sites they visit.

Part of the DuckDuckGo architecture is built from Free and Open Source Software (FOSS).*
Additionally, the company is increasing its commitment to collaborative software development
through its GitHub site,* focusing on its Instant Answers, static sites and community platform,
among other projects.

% Lomas 2018 2 |pid.
3 StatCounter 2019 * |pid.
“ Weinberg 2011 4 Github 2019

“ DuckDuckGo 2019
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Finally, almost every year since its foundation, DuckDuckGo donates to organisations that
contribute to raising the standards of online trust. In 9 years, the total volume of donations has
reached 1.9 million USD. This pursuit to rebuild trust in digital business is reinforced through
its own blog Spreadprivacy.com, which includes privacy tips for users, and other educational
material to spread online privacy awareness.

Business model

All DuckDuckGo tools (search engine, applications and browser extension) are free to use.
The company generates revenue in two ways. The first is through contextual advertising: the
ads on the search page are based on the search terms themselves and not enhanced by any
stored data, as is the case with major search engines. These ads, distributed through the
Yahoo! Network, appear as sponsored links at the top of the page.

Its second revenue stream is generated through an affiliate program with e-commerce
platforms Amazon and eBay. If a user visits these sites while using DuckDuckGo and makes a
purchase, the company receives a small commission.
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Figure 5: The DuckDuckGo business model.
Image source: Adapted from Business Model Toolbox.
Data source: DuckDuckGo 2019

26



&ﬁ Digital
&% F:Igll.ltl?e Society

Funding

DuckDuckGo is not Weinberg's first project. After graduating from MIT, Weinberg started an
educational software company.*® He later launched Names Database, a social network that was
acquired by Classmates.com in 2006 for 10 million USD.*¢

DuckDuckGo was self-funded until 2011. That year, Union Square Ventures injected 3 million
USD into the project, and in 2018 the venture capital arm of Canadian pension fund Omers
invested another 10 million USD.#

The company experienced significant growth a few years after its foundation. In 2012,
DuckDuckGo already accounted for an average of 1.5 million searches per day. In 2014, Apple
included it as one of the default search engines available for its Safari browser, and Mozilla did
the same for Firefox. In 2019, even its direct competitor Google started adding DuckDuckGo
as a search engine available for Chrome. In November 2019, DuckDuckGo hit a new peak in
searches in a single day: 50.9 million.

Key takeaways

» DuckDuckGo proves that a free search engine can generate revenue without extracting
user data with contextualised advertising as a non-invasive alternative.

» DuckDuckGo's long-term strategy is aligned with its company values as well as the market.
Its development of other privacy-protecting tools is an indicator of its choice to pursue
sustainable growth.

» The company’s founder, Weinberg, is a serial entrepreneur whose previous experience
raising capital gave him an advantage when presenting DuckDuckGo to venture capital
firms, who bet on Weinberg’s track record.*®

» Although the company’s main selling point is privacy, it works to deliver a browsing
experience with accurate searches, less clutter and minimal spam.

» DuckDuckGo’s advocacy work for privacy highlights the interdependence of privacy-first
business models and the need for a privacy-respecting ecosystem that offers users a
trustworthy internet where their personal data is safe.

* Chan 2019

4 Sec.gov 2006
“ Lomas 2018
“ Burnham 2071
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ProtonMail

ProtonMail was founded in 2014 at the European Organisation for Nuclear Research (CERN)
research facility by Andy Yen, Jason Stockman and Wei Sun. With over 10 million users,
ProtonMail’s core objective is to protect and secure users’ data through encrypted email. In
contrast to the data-extractive ad revenue business model, ProtonMail seeks to transform
email services by offering one that prioritises data protection. In 2018, ProtonMail teamed up
with Mozilla to develop Proton VPN, a trustworthy and free virtual private network service with
more than 1 million users.

Mission and vision
“We're building an internet that protects privacy, starting with email.”

The ProtonMail team claims to share the vision and challenge of “protecting civil liberties
online.” To this end, its objective is to create an accessible and easy-to-use email tool for
as many people as possible.* In the long term, the company seeks to develop additional
privacy-first tools including a calendar, storage, and document editor.

Commitment to privacy, security and transparency

ProtonMail secures privacy by encrypting messages in the user’s web browser before it
reaches ProtonMail servers. They do this by generating a pair of keys on the user’s computer.
As ProtonMail does not hold the password nor keys for decryption, they cannot access user
messages.

Apart from securing end-to-end encryption, the mail service does not collect users’ IP
addresses nor does it store users’ encrypted data on a cloud. It uses a managed server in
Switzerland (in a bunker 1000 meters under the Swiss alps). The creators chose the location
because Switzerland has the strictest privacy laws globally and remains outside of US and EU
jurisdictions.

ProtonMail slowly started making parts of its software packages open-source and plans on
continuing to do so as it grows. By making the code and cryptography available for inspection,
it reinforces transparency and auditability.*® ProtonMail’'s commitment to transparency goes
beyond the software, since the company statutes, employees and financing are publicly

49 ProtonMail 2019
% ProtonMail 2015
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documented. Their communication is transparent and evidence-based, and their work is
vetted by third parties through external security audits and peer reviews, which are also
published.

As part of its communication strategy, ProtonMail plays an active role in raising awareness
and advocating for privacy rights. Some examples include creating GDPR.eu as a resource
for small businesses on GDPR compliance, speaking at a UN conference on fighting terrorism
while protecting human rights, working with Reporters Without Borders, and publicly
opposing unregulated surveillance using facial recognition technology.®

Business model

The company claims that it does not show ads or make money by abusing users’ privacy.
ProtonMail has a tiered pricing model. Its free service offers 500 MB of storage with a limit of
150 messages per day. For more storage, email addresses, messages and support, users can
choose between three different packages offering more features. ProtonMail’s revenue is used
to support all accounts (including free subscribers) as well as technical support, research and
development.
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Figure 6: The ProtonMail business model.
Image source: Adapted from Business Model Toolbox.

Data source: ProtonMail 2019
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Funding

ProtonMail started with an Indiegogo crowdfunding campaign in 2014 that raised 500,000
EUR. Its main stakeholder is the privacy-conscious community. In its commitment to protect
user privacy, the company initially refused to accept investor funding.®® In 2014, founder Yen
said “the reason we have to be bootstrapped is because if we take our money from something
like Google Ventures, there goes our credibility. By being in this market we have to fund
ourselves.”s

ProtonMail’s main obstacle was finding private funding that aligned with company values.*® In
2015, they received 2 million USD from US-based firm CRV (early investors in Twitter, Zendesk
and Yammer) and the Fondation Genevoise pour I'Innovation Technologique (FONGIT), a non-
profit foundation backed by the Swiss government.*® In early 2019, ProtonMail was awarded 2
million EUR from the European Commission’s Horizon 2020 programme to further develop the
Proton ecosystem. According to the company, this partnership not only signifies “a meaningful
amount of funding, but also a powerful ally in the tough battles to come.”*

Key takeaways

« In order to prove that a business model is not based on data extraction, communication is
key. ProtonMail is transparent and thorough when it comes to explaining how they protect
user data.

«  The CERN research facility and community played an important role in the inception of
ProtonMail; the community provided technical know-how as well as product testing and
validation.

« Swiss privacy laws and institutional backing provided a favourable environment for the
creation of a privacy-first email service.

« Finding the right investment partners was key for ProtonMail to maintain its value-driven
mandate.

« By aligning interests with European institutions, such as FONGIT and Horizon 2020,
ProtonMail acquired the funding to develop further privacy-respecting applications.

« Atiered pricing model can be a useful intermediate alternative — between “freemium” and
a full subscription model — for expanding the customer base while generating enough
revenue to ensure financial sustainability.

* ProtonMail 2019
% Slade 2014

% |bid.

% Sawers 2018

* Yen 2015
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Nextcloud

Founded by Frank Karlitschek and a team of open-source engineers, Nextcloud is an open-
source suite of services that provides an alternative model to centralised cloud services.
Karlitschek started the project in 2016 after leaving OwnCloud, a company he had founded six
years earlier but left due to diverging strategies.®®

Nextcloud software allows individuals and businesses to self-host and manage their data. In
addition to storage, Nextcloud offers:

» File sync and share which gives users access to files and allows them to work and share on
documents with their teammates.

» A messaging platform that allows teams to screenshare or have meetings, all while data is
stored locally on the server.

» Groupware: Integrates productivity features like calendar, contacts and mail.

Nextcloud estimates they have about 25 million users over 300,000 servers.*®

Mission and vision

“We develop software for decentralised and federalised clouds as an alternative to centralised
cloud services.”

Nextcloud enables the user to take control of their data when using its tools. In the long term,
it hopes to be a part of a privacy-first ecosystem where various cloud services can provide a
viable alternative to centralised, proprietary solutions.

Commitment to privacy, security and transparency

Nextcloud software is designed so that customers can build on the service to run on their own
server or device. It allows users to take total control of data storage and can be integrated in
the monitoring and logging tools used by the company. The software works with some of the
most popular authentication mechanisms and protocols on the market.®

Nextcloud itself complies with data privacy and protection since they do not collect nor
access any user data. They have, however, designed the product so that their customers can
readily comply with the GDPR.

%8 Yen 2019
% Karlitschek 2016
% Poortvilet 2019
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Privacy and transparency are the core values behind the product. As full control of data is
guaranteed because it is self-hosted, Nextcloud is also open-source, meaning anyone can
verify the absence of “backdoors” in the software. There is no vendor lock-in since users can
run the software independently from Nextcloud with other service providers. As an open-
source project, Nextcloud has a large volunteer community; over 2,000 people contribute
code to the project.

Business model

The company is built on an open-source business model.®" Nextcloud offers a freemium
version with additional features depending on clients’ needs. If clients do not have the
technical expertise or resources to run the software, they can subscribe and access technical
support from Nextcloud. Additional features include support, consulting, and integration with
Outlook or Collabora’s open-source office suite.

Nextcloud’s growth strategy relies on slow, sustainable and organic growth. The company,
which currently has 50 employees, turned profitable in 2017. Customers range from
individuals to SMEs to large organisations, as well as third parties that run cloud services
and offer Nextcloud as a product. Notable clients include the French and German national
governments.
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Figure 7: The Nextcloud business model.
Image source: Adapted from Business Model Toolbox.

Data source: Nextcloud 2019
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Funding

Nextcloud is employee-funded. Founder Frank Karlitschek eschewed venture capital given that
his previous venture, Owncloud, was subject to specific conditions that opposed his value-
driven vision for the company.®

Key takeaways

» Nextcloud offers a solution to both individuals and companies seeking to take ownership of
their data.

» Governments and companies that are concerned over the growing concentration and
centralisation of data have demonstrated interest in enterprise solutions offered by
Nextcloud.

» Nextcloud is interoperable, meaning users can easily integrate it with other systems unlike
the proprietary tools of its competitors.

» Community plays an important role in Nextcloud’s business model, since open-source
engineers contribute to coding and employees help fund the venture.

» The open-source business model promotes transparency and innovation but also requires
extra effort on behalf of management to maintain the delicate balance between all
stakeholders.

2 Bhartiya 2016
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Matomo (Innocraft)

Matomo is an open-source web analytics tool that allows companies to collect data through
their website for decision-making purposes. The company behind it is Innocraft. Matomo
software has its roots in Piwik, founded in 2007 by Matthieu Aubry, to fill the need for a
privacy-conscious alternative to Google Analytics. It is used in over 200 countries and on one
million websites.®

Mission and vision

Innocraft aims to position Matomo as the number one open-source analytics platform. The
company actively participates in a larger movement to decentralise the internet.

Commitment to privacy, security and transparency

Innocraft's focus is to empower individuals and businesses to take control of their data. Most
users host their analytics tool on their own servers. Therefore, the company cannot access
any of their clients’ data, reinforcing Matomo’s Privacy by Design. Additionally, the software
gives website owners more control over which pieces of data to track, helping them comply
with GDPR regulation, in order to ensure that visitor behaviour is not shared with advertising
companies. Matomo automatically anonymises visitors IPs and deletes old visitor logs.®*

Innocraft asks for the collaboration of its user community to find security problems in its
software.® It also has a reward system for those who find relevant security bugs and offers
advice to users that want to improve their software’s security.

% Matomo 2019
o Ipid.
% |bid.
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Innocraft has an open-source business model. Users can host Matomo Analytics on-premise
and pay for support or additional features. If clients do not have any technical expertise, they
can pay to store their data on the cloud. Innocraft also offers their cloud services through
monthly and yearly plans for businesses. Their offering consists of three different packages
that vary due to data requirements, number of websites and other analytic tools. Most users

are based in Europe and the US.

While Innocraft is focused on becoming a sustainable business, it is doubtful whether privacy
and security are selling points that can sustain the business in the long term. For this reason,
the company is looking to develop other value propositions that align with their core values.
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Funding

Matomo began as a project under a different name, Piwik, and was funded by London-based

company OpenX,® which at the time had a strong open-source strategy. OpenX was building
an open-source ad server and bet on Aubry’s web analytics project. After commissioning the
project in 2007 and further developing Piwik later, they eventually sought external funding to
sustain the project.

When Aubry left Piwik and created Matomo, he did so under Innocraft. The self-funded, New
Zealand-based company quickly became profitable thanks to a small team and an open-
source project that only monetised enterprise features. Aubry avoided seeking investment
elsewhere as he had previously done with Piwik; he wanted to avoid the risk that investors
would seek to control the open-source project.

Key takeaways

« Matomo is an alternative to Google Analytics. Marketing and analytics have evolved to
embrace data-extractive models. Matomo provides businesses with solutions that help
them analyse their website performance while complying fully with the GDPR.

« Matomo supports decentralisation as they give individuals and companies control over the
data they track.

« Aloyal user community is especially important to the success of open-source projects;
Matomo relies on its community to resolve security issues, for example.

« The flexibility of a product allows users to adapt to different customer profiles regarding
their technical know-how. Matomo can be used on-premise autonomously, but also
provides expert technical support for those who need it.

« This flexibility also considers the size of different kinds of customers and their needs, from
SMEs to large technology companies.

% OpenX 2019
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Obstacles facing privacy-first business
models

The companies presented in the case studies prove that it is possible to succeed with a
business model that puts user privacy first. They share the common goal of raising awareness
on exploitative business models rampant in the data economy, and their long-term strategy
lies in building trust in their reimagined digital ecosystem by handling data transparently.

The current data monetisation culture defines a playing field full of obstacles for alternative
business models. These challenges are varied and interconnected.

Finding suitable funding

Financing is a primary concern for any new business. The most traditional route among digital
start-ups is linked to venture capital. But these investors generally seek to support companies
with the capacity to generate profits or scale quickly. However, as privacy-first business
models are not based on the monetisation of data, exponential growth is not as feasible.

The four case examples show the variability and complexity of the path to find funding.
DuckDuckGo was initially self-funded and then endorsed by venture capital investors.
Nextcloud’s founding team also self-funded the venture, while ProtonMail benefitted from
the support of a privacy-conscious community to crowdfund the project along with venture
capital injections and public funding. Initially incubated by a successful company, Matomo
went through rounds of financing, and after “spinning out” was self-funded by its employees.

Given the culture of VC funding, value-driven businesses must look beyond traditional routes
for investment. This includes exploring other sources of capital such as impact investing or
crowdfunding. If they do opt for VC financing, privacy-first entrepreneurs must be aware of
the terms and conditions under which the agreement is signed and the implications for their
company. However, there is no single and prescriptive solution. ProtonMail and DuckDuckGo
show that VC funding is also a possible route as long as values and objectives are aligned with
investors.

Longevity

The case studies show how privacy-first businesses as value-driven ventures often experience
tension between adhering to values and generating profits. For instance, Matomo and
Nextcloud both faced internal struggles and conflicting business strategies. The pressure
Matomo and Nextcloud face is two-fold: not only are they privacy-first, but they both have an
open-source business model.
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Open-source business models view communities of developers as both clients and key
contributors, who collaboratively build, use and improve the software. In open-source, trust
between management and the community is crucial to create a sustainable product. Jos
Poortvliet, Nextcloud marketing director, stresses that earning money and going beyond
volunteer work and donations is a big challenge for sustainable open-source business models.

Commitment to the community is something privacy-first companies are not willing to risk
which can, at times, be burdensome. Data-extractive competitors see trust as secondary and
can afford to since their product generates revenue despite the lack of trust. Since trust is
core to their value proposition, privacy-first businesses must make tough decisions that may
involve forgoing profit. ProtonMail CEO Andrew Yen explains:

“Most of this critical work [making a reliable and secure infrastructure] happens
behind the scenes, but in terms of priority, it always comes ahead of new features.
While everybody is understandably impatient for new features (we are too), if
things take longer than expected, it is usually because we are investing in even
more important infrastructure and anti-abuse capabilities.”®”

Privacy-first companies expect slow growth, which also puts them in vulnerable positions and
makes them easy targets for anti-competitive behaviour. According to ProtonMail, Google
intentionally hid ProtonMail from search results for 10 months, causing its growth rate to
decline 25% worldwide. From 2010 to 2018, Google also owned the URL duck.com which
redirected users to Google search. They ceded duck.com to DuckDuckGo after the latter
publicly complained on social media that Google was purposely confusing users.

High user acquisition cost

Companies with data-extractive business models are especially attractive to investors because
the value of their product increases as their user base grows. Most successful platform
businesses have network effects built into their business model. Instead, privacy-driven
companies must seek alternative growth strategies that go beyond market niches and “free”
culture.

Each of the four case study companies offer part (or all, in the case of DuckDuckGo) of their
products or services for free and monetises extra features or technical support. A higher
acquisition cost inhibits the otherwise strong network effect that free alternatives enjoy. In
recent years, numerous projects offering privacy-based alternatives have failed for this reason,
unable to reach a significant number of users that would enable them to compete with market
leaders.®®

To retain users, privacy-first companies must also offer a service at least as good as those
offered by mainstream equivalents. As Nextcloud founder Frank Karlitschek explains, "You
need to have all the features that the user expects."®® He further explains that if the service
does not have all the expected features, the user will go back to mainstream tools or search
for another service.

" Yen 2018
% Newman 2018  Mozilla 2019
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Opportunities for privacy-first businesses

Although privacy-first companies face many challenges, there is a growing appetite for
projects with an ethical approach to privacy and data.

Responding to social concerns about privacy

Data-driven companies have suffered numerous data breaches and security problems in
recent years. These security flaws create a window of opportunity for business models with
privacy at their core.

ProtonMail is an encrypted messaging alternative to Gmail, the world's most popular email
service and the target of various attacks that have compromised the information of millions
of users.” Nextcloud offers a self-hosted alternative to mainstream cloud storage options
like Dropbox, victim of several cyberattacks that leaked passwords from their users. Matomo
is an alternative to Google Analytics, a tool increasingly challenged by privacy-focused
companies.”

The popularity of privacy-first businesses could grow in the coming years, especially since
younger generations show greater awareness of privacy than their elders.”? Governments
are also showing a growing interest in privacy tools. Although some governments still use
management tools built by large corporations,” more and more countries are demanding
alternatives that guarantee data confidentiality and security.

A changing tech sector

A push for a more ethical tech is an emerging trend among the next generation of start-ups.’™
That is what the investment firm Union Square Ventures (USV) understood in 2011 when it met
DuckDuckGo. “We invested in DuckDuckGo because we became convinced that it was not
only possible to change the basis of competition in search, it was time to do it,” explains Brad
Burnham, partner at USV.”™

This different approach to business is embodied by the movement Zebras Unite,” an
organisation that promotes a more ethical and inclusive start-up culture. Zebras, as opposed
to unicorns, are businesses that prioritise sustainable growth over exponential growth and the
public interest over market domination.

Another growing trend in the tech sector is the rise of open-source as an increasingly popular
method to develop and share technological solutions.” This movement, which is committed

™ Johnson 2017 " Montgomery 2019
" Schwab 2019  Burnham 2019

”? Raicu 2016 "¢ Zebras Unite 2019
” Infobae 2016 7 Volpi 2019
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to making technology available to everyone and embraces values such as transparency, is
spreading among some governments and international organisations such as the United
Nations through its United Nations Technology Innovation Labs (UNTIL).”

The need for specific solutions

Privacy-first companies may have a head start in sectors where data confidentiality and
security are top priorities. The health and legal sectors deal with highly sensitive information
and could benefit from solutions that protect user and industry data, especially since there
are many business opportunities for these industries. Google’s machine learning project for
healthcare, code-named Nightingale, is one such example that shows the importance of
privacy-first solutions. A November 2019 investigation revealed that not only were patients
and doctors not informed of patient data use, but 150 Google employees were given access to
sensitive health information.”™

With privacy at the core of their business model, privacy-first businesses have the right
mindset to be aware of these potential blunders. For example, ProtonMail recognises the
sensitive nature of email exchange for certain professions and targets their marketing and
communications to journalists, activists, government officials, and non-profit organisations,
among others.®®

Governments themselves show a growing interest in achieving maximum security in

the control of their data and are taking measures to set up national data infrastructures.

As illustrated in the previous section, Nextcloud responds to the French and German
governments’ needs to control their own data.® The French administration has also switched
from Google to local and privacy-focused search engine Qwant.*?

Current EU data protection legislation calls for concrete solutions to data centralisation. The
European Data Protection Supervisor (EDPS) requires European institutions and governments
to maintain control of the data and to know its whereabouts and purpose, even when
processed by third parties. This requirement has called into question EU contracts with
suppliers such as Microsoft, clearing a path for privacy-focused companies.®

S UNTIL 2019 & Nextcloud 2019
 Fussell 2019 2 Goujard 2018
8 Wolford 2019 8 Lomas 2019
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Incentives for privacy-first

As we have seen, privacy-first companies face many challenges, the main one being their
status as an exception in the tech industry. They face powerful rivals that benefit from network
effects and proprietary tools. As a consequence, privacy-first businesses find it difficult to
access funding and to become sustainable.

However, more and more market opportunities for companies that put privacy first are
beginning to emerge. A growing number of businesses, governments and citizens are
becoming aware of the importance of transparency and privacy when it comes to how
technology companies use their data.

To leverage the opportunities presented in Section 3, policymakers must act. This report
concludes with three initiatives that governments can implement to incentivise privacy-first
businesses. These initiatives have been developed by the working group and respond to
specific challenges these companies face.
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Initiative 1: A privacy-first business
certification

WHAT

An instrument to assess and certify privacy-first businesses would raise awareness about
alternative business models and build consumer trust by “weeding out” privacy-washing
initiatives. Creating a privacy-first certification using existing certifications (such as B-Corp®*)
as a template can incentivise governments, consumers and other businesses to support them.

WHY

As explained in the previous section, metrics designed to evaluate the potential success of a
venture favour one type of company: one that prioritises exponential growth over sustainable
growth. Value-driven business models are at a disadvantage as there is no holistic way to
measure the success of a privacy-first business.

It is therefore urgent to create new metrics that measure business success beyond profit or
number of users. The proposed certification would measure indicators such as sustainability,
transparency, and protection of users’ privacy rights, thereby reducing the complexity for
governments who would like to contract privacy-first businesses.

The benefits of having a common certification are not only aimed at public servants. As
consulting firm Edelman points out, “brands are now being pushed beyond their classic
business interests to become advocates for a better society.”®® Several projects that evaluate
the “privacy-friendliness” of tech companies already exist, such as “That one privacy site”®®
or PrivacySpy.*”” While these initiatives help raise consumer awareness about the importance
of privacy in digital products and services, they have limited reach and have yet to see
widespread adoption.
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HOW

Creating a privacy-first certification requires a list of criteria that applicants must meet as well
as an entity that accredits, monitors, and audits these companies.

A growing number of government initiatives mandated to oversee how data-driven technology
affects society is another potential use case for such a certification. The Centre for Data Ethics
and Innovation in the UK and Denmark’s Council for Data Ethics are two government-led
initiatives that gather experts from various sectors to advise policymakers on technological
governance. These government-led entities could serve as models for a secretariat that
promotes and administers a privacy-first certification.

This supervisory role could later be carried out by an organisation at the regional or global
level that guarantees compliance with the agreed certification criteria. This entity would
certify independent accreditation agencies that would be responsible for assessing whether

a company meets the agreed criteria. The role of the secretariat would be to monitor these
independent certification agencies and ensure they comply with standards. In order to ensure
accountability and transparency, the secretariat should be supervised by:

« A board of experts that agrees on the criteria that underlie the certification

« Two advisory committees: one composed of citizens and another of government
representatives

« An auditor, which evaluates independently if the accreditation agencies are meeting the
standards set by the secretariat

To create this governance structure, it is important to avoid possible conflicts of interest
between elected secretariat members. Also, policymakers must be mindful to choose a
diverse group of stakeholders that represent the digital business sector.

Once the self-regulated structure is in place, the board of experts should determine a set

of certification standards designed to evaluate whether the business model is based on the
monetisation of data and whether its activity contributes to a competitive market. Additionally,
the board should establish and communicate a clear certification process and determine the
frequency of audits.
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Initiative 2: Procuring privacy-first
businesses

WHAT

The public sector can directly influence digital markets by setting an example. One way is to
use public procurement to contract companies that handle user data responsibly.

Including a specific requirement in public procurement processes requires establishing
criteria and testing them incrementally by sector. For instance, the initiative could be piloted
within two specific areas of public services: health and education. Transparency and privacy
are especially relevant to these sectors whose beneficiaries include vulnerable groups that
governments are mandated to protect. The initiative could eventually be extended to other
areas of public administration, according to the results obtained in the pilot testing of the
health and education sectors.

WHY

Public spending holds significant purchasing power; it accounts for 12% of GDP in OECD
countries and up to 30% in developing countries.® Shifting public spending towards more
responsible technology companies could increase the visibility of privacy-first businesses and
drive new markets — led by the public sector — to companies that do not base their business
on data monetisation.

Public procurement as a lever to incentivise business model innovation is not without
precedent. For years, the European Commission has mandated the public procurement of
“goods, services and works with a reduced environmental impact throughout their life cycle.”
In addition to its direct impact on the environment, Green Public Procurement (GPP) has
brought numerous benefits to the regions where it has been implemented, such as higher
environmental performance standards, as well as economic benefits including industry
innovation, increased competition, and reduced prices.*®

€ m

# UN Environment Programme n.d. E

8 Ec.europa.eu 2019

 |bid.
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HOW

Policymakers can create a public procurement requirement that encourages public
administration to contract privacy-first businesses using a soft regulatory approach. This
would mean contracting a privacy-first company would not be a requirement but rather a
default option; procurement officers would have to justify their decision to opt out.

To further promote the use of privacy-first businesses, independent auditors or third-party
researchers could monitor which government agencies or departments contract privacy-first
businesses.

Initiative 3: A global network of privacy-first
incubators

WHAT

Business incubators can be instrumental in stimulating an emerging sector or type of
company, such as financial technology (FinTech). While many are privately funded, other
incubators and entrepreneur networks are funded with public resources. One example is EIT
Climate-KIC, a programme supported by the European Commission that works to accelerate
the transition to a zero-carbon economy.® Through a specific programme for entrepreneurs
with climate-related business ideas, Climate-KIC offers business development support and
organises international competitions that reward the best ideas. Since its 2009 launch,
Climate-KIC has supported 2,000 start-ups, creating one of the largest entrepreneurial
communities in the world.®

Invest

Connect

' Climate-kic.org 2019
°2 |bid.
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Following the Climate-KIC model, a global network of privacy-first business incubators would:

« Support and finance privacy-first business ideas exclusively. Participating ventures must
be open, replicable, and scalable projects with solutions to deliver privacy, security, and
transparency to their users.

» Build an international ecosystem of digital companies with a focus on privacy, trust, and
transparency in the use of data.

« Create a physical (third) space for collaboration aligned with the privacy-first ethos.

WHY

Among the most complex challenges that privacy-first businesses face is funding. Creating
an incubator that specifically supports this type of business can facilitate contact with value-
minded impact investors, which are also on the rise.®

An incubator dedicated to digital companies focused on privacy would also serve to monitor
the evolution of these businesses and ensure they remain true to their initial values.**

In addition to supporting the entrepreneurs involved, a privacy-first incubator could
normalise the responsible use of data among young entrepreneurs in the technology sector.
An incubator squarely focused on this type of company could support the evolution of the
technology sector towards a new set of values that include privacy, transparency and trust as
primary goals.

Additionally, the incubator could serve as a hub for a global network of similar projects that
feed this ecosystem, helping to establish a new international paradigm for digital business.

Not only would such an ecosystem serve as a neutral space for diverse stakeholders (the
public and private sectors, research institutions and civil society organisations) to collaborate,
but can also facilitate the construction of diverse teams. For instance, an incubator network
can serve as a channel to connect privacy-first technology with the needs of governments in
areas such as health, education, environment, etc. These collaborations can be designed to
achieve useful privacy-first solutions that can be implemented at scale and can be customised
for different realities and cultural contexts.

% Preston and James 2019

% Nesta 2014

N\
&% Future Society
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HOW

The roadmap to creating a global network of privacy-first business incubators entails a
stepwise approach.

and the private sector, specifically privacy-first companies such as those analysed in

ﬂ Identify the key stakeholders from academia, regional organisations from civil society
Section 2, to become partners of the initiative.

reference document, which would set requirements participant companies would

2 Form an advisory board to draft and validate a privacy-first declaration or terms of
need to meet in order to participate.

institutional resources and channel them to the incubator network. Governments can
kickstart the global network by choosing municipal governments that already have
strong entrepreneurial ecosystems. The global network can collaborate with existing
ones, such as the Small Business Development Centers in the United States or the
European Business and Innovation Centres Network. Instead of starting from scratch,
these public-led networks can become a referral point for business plan development
and administrative support, accounting and legal services, from which privacy-first
businesses can benefit.

@ Obtain endorsements and financial support from governments with existing

Scale worldwide through events (hackathons, career fairs, conferences or awards) to

Launch the declaration, network and fund with key incubators through an open call
for privacy-first business solutions.
@ attract new partners to the network.

Incubating privacy-first companies using public resources would ensure that public funds

go to initiatives with social impact, such as in this case, the protection of citizens' data. A
potential challenge would be ensuring privacy-conscious business models do not morph into
data extractive models after completing the incubator programme.
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Towards a privacy-first

digital future

Through an in-depth exploration of privacy-first businesses, this report has shed light on an
emerging type of company, one that can profitably offer digital products and services without
employing invasive data-handling practices. The challenges privacy-first businesses face are
shared by any small player entering a monopolised market. However, stronger recognition
together with the financial resources to defend their value-driven mission can catalyse the
success of these companies while providing a competitive case for a more private internet.

Nonetheless, competition is fierce. Privacy-first businesses can only ride the techlash wave so
far, as big tech companies enjoy seemingly limitless resources to influence regulations and
define the direction of the technology sector. Still, this report has shown how privacy-first
companies are not playing a zero-sum game. Like other value-driven ventures, they seek to
prove that privacy and profit are not mutually exclusive. This is not an easy task given how the
existing culture favours companies that project exponential growth.

Recognising the potential of privacy-first businesses, the initiatives designed by the working
group seek to address the specific needs of these companies, such as greater visibility and
more resources. The certification, procurement guidelines and incubator initiatives are all
based on existing instruments that policymakers have used to incentivise other sectors, such
as the green economy. While these initiatives are not entirely new, they have been adapted so
that policymakers can implement them based on their specific context.

Given the rapid pace of technological change, the next few years will be critical for the
survival of the nascent privacy-first ecosystem. In order to effectively nurture this ecosystem,
policymakers must be able to identify and understand the complexity of these new business
models and build upon incentives. Most importantly, they must recognise the inherent value
and expertise already within profitable privacy-first businesses like the ones covered in this
report in order to guide other privacy-first ventures to thrive.
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Appendices

Appendix I: How to spot privacy-first
businesses

The following characteristics can be used to identify privacy-first businesses. They are:

ﬂ For the user: the user is the main beneficiary of this model

» Users have complete control over their data, except for when the business is
required by law to disclose data.

» The business is designed to collect minimal to no data. It can prove that it collects
no more than the minimal data required to carry out the service it provides.

« The user can either store data on their device or on a cloud/service to which the
company has no direct access. The company discloses the security measures
taken if data is stored outside of the users’ device/server and only stores data for a
limited time.

+ The business allows users to choose whether the software or service uses their
data in the first place.

2 Clear communicators

» Users are informed of every step of the data collection process. Explicit, plain
language is used to explain what type of data is collected, how it is collected and
for what purpose, how it is handled and how the user can exercise control over
the data (if applicable).

Private by Design
@ » The product or service protects user privacy by default.
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§\\\\§ Digital

Aligned with data processors

As privacy-first companies handle personal data as little as possible, there is little
to no data handling outside of the business. If third parties are involved, the data
they deal with is not traceable, as the data initially collected is not identifiable by
the company itself. Any affiliate third party that may require access to user data is
vetted by the business.

Secure

Data security is part of the value proposition. Security protocols are transparent
and available for review.

Accountable

The business has technical and organisational measures in place to prove that it is
privacy-first. Additionally, businesses are proactive in their communication to the
community and stakeholders.
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Appendix ll: What is personal data?

This report explores the ways in which business models can generate revenue without the use
of personal data. The table below describes how data is categorised under the current GDPR
regulation.

Personal data

Any public or private information that can be traced back or used to identify

a person, directly or indirectly.

Examples: cultural, physiological, social attributes

Volunteered
Data the subject is aware of giving up.

Examples: sensitive information that
you may give your bank or medical
provider, such as ID or social security
number. Social media content. It also
includes location data if applications
are set to geolocate posts.®®

Observed
Metadata or user data collected
through the services a person uses.

Examples: Mobile phone billing data,
metrics on website use, location.

Inferred
New insights taken from
volunteered and observed data.

Data that feeds into algorithms
that recommend a product to
a user, calculate credit ratings,
profiles, etc.

Non-personal data
Constitutes most of the data
generated, usually created by
a machine or systems.

Examples: performance data,
transactions, individual data
that is anonymised.

% Wilson & Graham 2013
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Appendix I1l: Mapping the global
privacy-first ecosystem

Privacy-first for-profits

Business name Description

Brave us B2C/B2B An open-source browser that blocks ads/"unwanted content"
and secures privacy.
Claims to be 8x faster than Chrome and Safari.

Cozycloud France B2C A private server to store personal data and personal web
apps. Besides privacy and security, they claim to offer easy-
to-use and intelligent data storage.

Clue Germany B2C Period and ovulation tracking app. Clue anonymises data
and sends it to research institutions to advance the study of
women'’s health and fertility.

Fathom US-based B2C/B2B Privacy conscious analytics platform. Provides useful website
statistics without tracking or storing users personal data.

It anonymises visitors using hashes, does not use cookies
and is GDPR/PECR compliant.

MaidSafe Scotland B2C/B2B Project SAFE (Secure Access for Everyone) seeks to

replace the centralised and controlled internet with a fully
decentralised and trustless network. It is an open-source
project that provides users with a fully decentralised solution.

OpencCollective us B2C Platform that enables groups and communities to collect and
disburse money transparently.

Promotes financial transparency. Helps organisations collect
money without needing a bank account or creating a legal
entity.

Purism us B2C/B2B Security-focused computing devices. Purism offers bundles
of services including email, social media, a VPN and end-
to-end encryption. They also build laptops and phones that
protect privacy.

All software is open-source and easily auditable, all source
code is public, no backdoors or need to register. It is
modifiable according to user needs.



https://brave.com/
https://cozy.io/en/
https://helloclue.com/
https://usefathom.com/
https://cryptobriefing.com/maidsafe-coin-guide/
https://opencollective.com/
https://puri.sm/

Business name | Location

Threema

Switzerland

B2B/B2C

§\\\\§ Digital

Description

End-to-end encrypted instant messaging application that
does not ask for any personally identifiable information.
Several privacy-related features (full anonymity,
comprehensive encryption, transparent privacy policy, etc.)
are part of the value proposition.

Tresorit

Hungary/
Switzerland

B2B/B2C

Cloud storage service that emphasises enhanced security
and data encryption.

Helping companies to store and share their files and data,
following compliance and privacy principles.

Wickr

us

B2B/B2G

Software company mostly known for its highly-secure instant
messenger application. They also offer a full communication
platform, end-to-end encrypted, under the Wickr Pro brand.

Qwant

France

B2C

Search engine with its own indexing engine (only EU-based)
that claims not to track users and avoids the creation of filter
bubbles by not personalising searches.

User-friendly search engine, free to use and privacy-first.
Offers "Qwant junior" for children (filters results).
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Privacy-first non-for-profits

Freenet

Country

N/A
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Description

Peer-to-peer platform to avoid censorship, using a decentralised
distributed data store to keep and deliver information.
Communication is encrypted and routed through other nodes
to make it extremely difficult to determine who is requesting the
information and what its content is.

Midata

Switzerland

Cooperative that gives people control over their medical data. They
can safely store it, track their progress and, if they want, share it with
their doctor, family or clinical trials.

Platform that empowers users to use their data to advance health

research.

OpenStreetMap

UK
(OpenStreetMap
Foundation)

A collaborative project to create a free and editable map of the whole
world. The maps are based on crowdsourced data collected by users.

Securedrop

N/A

Platform for secure communications between media/journalists and
whistleblowers (exposed sources).

Useful tool for media organisations to accept documents from
anonymous sources.

Signal

us

An encrypted messaging service that can be used for one-to-one and
group communications. Users can verify the identity of their contacts
and the integrity of the data channel.

Runs on any mobile platform.

Solid

us

Led by Sir Tim Berners Lee. A platform that allows users to read and
create content while managing data accessibility.

Gives users control over data and users can decide what apps have
access to it.

Telegram

UK/UAE

A cloud-based messaging and voice over IP service.

Messages, photos, videos, audios and any other kind of file can be
sent through the app.

Users can access messages and files from several devices and share
heavy photos.
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https://freenetproject.org/
https://www.midata.coop/en/home/
https://www.openstreetmap.org/
https://securedrop.org/
https://signal.org/
https://solid.mit.edu/
https://web.telegram.org/#/login
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